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	Job Description


	Head of Data Protection


	Introduction

Autism Initiatives is centrally headquartered in Merseyside, England, and the organisation is made up of a number of companies – mainly charities – which operate across England and Wales, Scotland, NI, ROI and Isle of Man.  We support autistic people and their families and carers in all these locations through provision of a range of innovative and bespoke services ranging from outreach supports, supported living, residential care, day opportunities, one-stop-shops, an autism diagnosis service (in Scotland), social enterprises and schools.  Most services are commissioned by local authorities or other state agencies and the majority of funding comes from these sources.  The organisation in England is subject to the DSPT NHS.  There are currently approximately 1091 people supported by Autism Initiatives and approximately 2,500 people employed across the regions.  Information is currently held both electronically and in hard copy and much of the data held is special category in nature.  We are moving to full digitisation of records.
Due to rapid organic growth, the infrastructure around information governance has taken time to develop and is now expanding.  An Information Governance Group (IGG), chaired by the SIRO (CEO), is in place to manage and monitor information activities.  


	Location / department
The post holder may be located in either Liverpool or Belfast.  Travel to the organisation’s various locations in all regions will be required from time to time for training delivery, on-site audits and meetings.  A hybrid working arrangement can be agreed which suits both operational requirements and the post holder.


	Line Manager
Group Director – Corporate 

Reporting and working arrangements 

· be accountable to the Board of Trustees through the Senior Information Risk Owner (SIRO) (the CEO)
· report to the Group Corporate Director
· work collaboratively with the Group Director of Finance & IT, Group Head of IT, Group Data Strategy Manager, Group Procurement Manager, Group Corporate Director, the wider executive director team and other staff as appropriate 


	Job Purpose 

The post holder will be the senior professional lead for the development and delivery of an effective information governance strategy within Autism Initiatives. 

Data protection law and practice across all the jurisdictions in the Autism Initiatives Group (UK, ROI, IOM) is derived from EU law and, currently, diversification is minimal.  It is, however, required that the post holder will keep abreast of any changes and developments in the legislation in the various regions and adapt their practice accordingly.  

The role includes responsibility for assisting senior management in:
· providing strategic leadership for information governance 
· working to ensure that excellence in information governance becomes culturally embedded in the organisation and setting targets and measures to achieve this
· developing the information governance strategy and delivering it across the organisation (England & Wales, Scotland, NI, RoI and IOM) 
· establishing and maintaining a comprehensive Information Governance Risk Register
· in collaboration with others, setting KPIs for information governance 
· providing reports to the highest level of management – the trustee boards - on the performance of the organisation on the KPIs and the risks and mitigation measures
· developing and managing processes and procedures to ensure that data subject rights are upheld, including, but not limited to, data subject access requests (DSARs)
· managing data breaches
· carrying out data privacy impact assessments (DPIAs)
· overseeing a suitable retention, archiving and certified destruction regime across the group for both paper and electronic records including reviewing what is in place currently with a view to improvement/development
· assisting the organisation in its move towards integrated electronic data management and away from paper-based records management
· developing good data flow management processes
· devising and providing training in information governance to all departments in all regions and providing bespoke training to certain roles, where applicable
· undertaking audits and spot checks on a range of locations to assess compliance and encourage good practices
· carrying out any such duties as may arise within the scope of the role 





	Main Duties and Responsibilities

Day to day the post holder will work closely with other departments and post holders within the organisation such as HR, IT, Learning & Development, Marketing and operational staff.  They will also liaise as necessary with external partner agencies’ DPOs and equivalents.  Additionally they will be expected to work with all senior staff in the organisation across various departments.  

The Data Protection Officer is directly available to all data subjects both within and without the organisation and will also assist agencies, such as local authorities with whom we contract, to respond to any Freedom of Information requests.
The role requires knowledge of the legislation and regulations in data protection as well as proven experience of working in information governance compliance within a similar business or sector.  

The role involves closely working in support of the SIRO, as well as with the Group Corporate Director, who is the current DPO and is also the Caldicott Guardian.  

Whilst not limited to the following, the post holder will be required to: 
· significantly participate in the organisation’s Information Governance Group (IGG) and help to develop same to best meet the organisational needs and meet legal and regulatory compliance.
· develop and deliver the mandatory information governance and information security training programme for all staff in the organisation. 
· work with Human Resources to ensure that contracts of employment and contracts for services are reviewed to include any new aspects of information governance which may be necessary.
· along with the IT department, the Group Data Strategy Manager and the Procurement Manager, interrogate external supply contracts for information governance and information security commitment and compliance.
· assist internal asset owners to conduct timely data protection impact assessments (DPIAs) on new systems and applications, where necessary, to obtain assurance of third party processor compliance with data security requirements.
· provide specialist advice, guidance and support to the SIRO, boards, sub-committees, managers, in all aspects of information governance and information security and the associated legislation.  This includes UK GDPR, EU GDPR, Data Protection Acts (all jurisdictions), Common Law Duty of Confidence, Freedom of Information Acts, Privacy and Electronic Communications Regulations 2003 (PECR),  Duty of Candour as well as good practice guidance.
· play a significant role in the control of artificial intelligence use in the organisation, whilst assisting the organisation to use it for its benefit
· manage the data breach reporting and response processes and provide an investigatory service into matters where potential breaches of confidentiality or data protection legislation and other information governance are raised.
· manage information security incidents, or assist with such management as the case may be. 
· provide advice on measures and controls which may be used to mitigate further risk to information security. 
· provide a service which efficiently and effectively responds to all Data Subject Access Requests (DSARs), and other data subject rights requests, advise on redactions and appropriate responses and ensure that responses are treated in a secure and sympathetic manner in compliance with the requirements of the Acts. 
· with colleagues, review and implement contingency planning, business continuity management, cyber testing and IT disaster recovery.
· support asset holders in carrying out Data Protection Impact Assessments (DPIAs).
· assist the Procurement Manager and/or IT department in assessing potential contracts for data protection compliance, including third party processing compliance with GDPR.
· develop and maintain the information governance (“data protection”) material on the corporate Intranet (Aimi).  
· liaise with the IT and Marketing teams in cascading key messaging on information security and compliance with data protection. 
· assist with appropriate disciplinary investigations where data protection issues are a feature.
· respond to complaints (or relevant parts of complaints) which reference data protection. 
· provide support and guidance to all senior managers on matters of information governance.
· train groups of staff and give presentations on a regular basis in such a way that staff not only have appropriate training but they are also applying security measures as a matter of routine. 
· establish levels of information security awareness and enforcement throughout the organisation through conducting of audits and checks
· help to develop processes and protocols to ensure information access is restricted to “right person, right time”.
· work to put in place any other policies or infrastructure considered necessary to enable the organisation to meet its obligations and responsibilities.
· work with the Caldicott Guardian as required.
· undertake any reasonable additional duties which may relate to the role. 




	It is the nature of the work of the post that tasks and responsibilities are, in many circumstances, unpredictable and varied. The post holder will therefore be expected to work in a flexible way when the occasion arises that tasks which are not specifically covered in their job description, have to be undertaken.
These additional duties will normally be to cover unforeseen circumstances or changes in work and they will normally be compatible with the regular type of work.  

The job description may also be reviewed in light of changing service needs or developments in consultation with the post holder.
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	Person Specification


	Head of Data Protection

	Essential

· Possess extensive and demonstrable knowledge of the key legislation, regulation, good practice guidance and commissioner requirements and their practical implementation in an organisation such as Autism Initiatives.  These are iterative and include, but are not limited to: UK GDPR, EU GDPR, Data Protection Acts (all jurisdictions), Freedom of Information Acts, Privacy and Electronic Communications Regulations 2003 (PECR) and equivalents, Common Law Duty of Confidence, Duty of Candour as well as good practice guidance.
and
· must have the ability to produce reports and policy and procedural documents and training materials with accuracy and to an acceptable level of clarity and grammar, and to effectively deliver training to all grades of staff.
and either:
· hold a degree, or post-graduate qualification, in Information Governance, Records Management, Law, or a related discipline and have recent (preferably two years within the past five years*) experience in a similar role.
or
· have at least five years demonstrable experience in a similar role within the past seven years* and attained the ISEB Certificate in Information Security Management or equivalent, and/or the BCS Data Protection Practitioner Certificate or equivalent.

*equality adjustments will be considered and may be applied but it must be noted that the particular nature of this role requires the post-holder to have knowledge and experience which are up to date 
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